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Preface

Read our news post here for full information on the Log4j2 0-day vulnerability. You do not

require advanced system administration skills to follow these instructions, there is no
command line interaction involved, but you should involve an experienced user
(IT/Tech/System Administrator) where possible. For general guidance on whether this is
relevant to you:

¢ If you are running Elasticsearch v5.0.0 to v5.6.10, you must follow these
instructions to update and patch. (source)

¢ If you are running Elasticsearch v2.x or v5.6.11 or above - you do not need
to update, however you must apply a patch (also step 9-14 of this
document) (source)

¢ If you installed Deskpro on Windows with the automatic installer prior to
October 18th 2021, you should follow these instructions.

¢ This documentation can be used on any Windows Server 2008, 2012, 2012

R2, 2016, 2019 - as well as Windows 10.

This process could take up to 20 minutes to complete. Deskpro can operate without the
presence of Elasticsearch, if you do not have the time to address this fully now, you should
at least disable Elasticsearch entirely in the short term, and revisit this later.

In summary you will:
1. Detect your version of Elasticsearch to confirm if you are affected
2. Disable the Elasticsearch connection
3. Install and configure the new version of Elasticsearch
4. Apply a patch to fix the vulnerability, restart the Elasticsearch service.

5. Re-enable Elasticsearch

To check your current Elasticsearch
version:

Visit your Elasticsearch URL via the browser on the local server.

In most cases this is http://127.0.0.1:9200 by default. Check Admin > Server >
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Elasticsearch for your URL if this is not the case.

To disable Elasticsearch entirely:
Navigate to Admin > Server > Elasticsearch, untick “Enable Elasticsearch” and press save
“Save Settings”.
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Save Settings
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The Elasticeearch Engine is an optional technology. It's currently provided without charge but may require a license in the future
[ Server Requirements

This will sever the live connection from the internet into your Elasticsearch service,
preventing any exploits. If you are following the below instructions, we also recommend
you to first disable Elasticsearch to address the immediate vulnerability.

Instructions to install Elasticsearch
5.6.16 (Time to complete: 15-20
minutes)

1. Download the MSI (BETA) version of Elasticsearch 5.6.16. We have tested this
installer, it is safe to use.

https://www.elastic.co/downloads/past-releases/elasticsearch-5-6-16

2. Click on the .msi installer, this will take you through a simple wizard.

3. You can select "Use Default Directories" - unless you spefically want to install this
in a custom way.


https://www.elastic.co/downloads/past-releases/elasticsearch-5-6-16
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® Use default directories ‘/

Use a custom installation directory

CA\Program Files\Elastic\Elasticsearch

Place logs, data, and config in the same directory
Data directory C\ProgramData\Elastic\Elasticsearch\data
Configuration directory ~ C:\ProgramData\Elastic\Elasticsearch\config

Logs directory C:\ProgramData'\Elastic\Elasticsearchlogs

N

1. You leave the Service settings as default. For clarification, you should have these

options selected/enabled:

Install as a service

Use Local System account

Start the service after installation is complete

Start the service when Windows starts
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Locations Service Configuration Plugins

Do not install as a service (start manually when needed)

® Install as a service —ge———

Account information General properties
® Use Local System account g v Start the service after this installation is complete
Use NT AUTHORITY\NETWORK SERVICE v Start the service when Windows starts (Automatic)
Existing user
=] ? =] BACK NEXT

1. You must set the memory, network host, and ports like so:

e Cluster and Node name can be left as default.

e Memory should be set at minimum to 256MB, in this example, we have gone for 1GB.
Be aware of your resource availability when setting this, you can set this higher if
you wish to.

e Leave "Lock JVM memory" unticked
e Set the "Network host" to 127.0.0.1
e Set the HTTP port to 9201

e Set the transport port to 9301

e Leave Discover and Unicast host empty.
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Locations Service Configuration Plugins

Identifiers Network

Cluster name  elasticsearch Network host  127.0.0.1

Node name  ADFS1 HTTP port 9201 +— Transport port 9301 +—
Discovery

Roles

4=
Memory 1024 MB/4 GB  Unicast Hosts
i
Lock JVM memory
+ —_
= 2 = BACK NEXT

The existing Elasticsearch service will listen on port 9200 by default, so we will use 9201.
This can theoretically be any available port, if you already have a service listening on this
port (unlikely in 99.9% of instances), please modify the port number as necessary.

1. Leave all plugin selections empty as default, and proceed to Install.
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Locations Service Configuration Plugins

X-Pack -
X-Pack is an Elastic Stack extension that bundles security\alerting, monitoring, reporting, machine learning, and
graph capabilities into one easy-to-install package. While X-Pack components are designed to work together
seamlessly, you can easily enable or disable the features you Want to use. X-Pack is a proprietary plugin that falls
under the Elastic EULA. By selecting to install X-Pack, A 30 day featured trial license is applied upon installation.
Ingest Attachment Processor
The ingest attachment plugin lets Elasticsearch extract file attachmentg in common formats (such as PPT, XLS, and
PDF) by using the Apache text and metadata extraction library Tika. Yo\can use the ingest attachment plugin as a
replacement for the mapper attachment plugin.
Ingest GeolP Processor
The GeolP processor adds information about the geographical location of IP ad¥gesses, based on data from Geo-IP
databases. This processor adds this information by default under the geoip field.
ICU Analysis
The ICU Analysis plugin integrates the Lucene ICU module into Elasticsearch, adding extepded Unicode support
using the ICU libraries, including better analysis of Asian languages, Unicode normalizatiomUnicode-aware case
folding, collation support, and transliteration.
Japanese (kuromoji) Analysis
The Japanese (kuromoji) Analysis plugin integrates the Lucene kuromaoji analysis module into Elastigearch

-
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1. Wait a few minutes for this to install, and exit the controller.
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Elasticsearch installed successfully!

What's Next?

Open Elasticsearch in the browser
Read "The Definitive Guide” for free online!

Read the 5.6 API reference
Find a client for your favorite language

Open the Elastic Stack documentation after exiting

1. Visit http://127.0.0.1:9201 via the browser on the local server, verify the service has
been installed, and is listening.

<« - C @O 127.00.1:9201

"name"” : "ADFS1",
"cluster_name" : “"elasticsearch™,
"cluster_uuid" : "Du0SpciUQWimIDlSBwrmklw",
"wversion" : {
"number" : "S.6,1G", —
"build_hash" : "3a748dl",
"build date" : "2819-83-13T15:33:356.5651",
"build_snapshot™ : false,
"lucens_version” : "6.6.1"
I

"tagline" : "You Know, for Search"”

1. Search for “Environment Variables” in the start menu and click on “Edit the system
environment variables” (or go to Control Panel > System and Security > System >
Advanced system settings)


http://127.0.0.1:9201
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1. Click on “Environmental Variables”

! System Properties - l

| Computer Mame | Hardware| Advanced | Remote |

— You must be logged on as an Administrator to make maost of these changes.

— Performance

Visual effects, processor scheduling, memony usage, and vitual memory

Izer Profiles
Desktop settings related to your sign4dn

Startup and Recoveny
System startup, system failure, and debugging information

| Environment Varables... |

OK | | Cancel Apphy
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1. . Click on “New”



System variables

Variable Value

ComSpec C:\Windows'system32\omnd. exe
FP_MO_HOST ... MO

JAVA_HOME C:\Program Files\Javaljre 1.8.0_291
JAVA_TOOL_OP... -Dlog%2. formatMsgMolookups =true

| [ ]|

1. . For the “Variable name” enter: JAVA_TOOL OPTIONS

For the “Variable value” enter: -Dlog4j2.formatMsgNoLookups=true

Variable name: | JA'IM_TDDL_DP'I'IDNS|

Variable value: | Dlog4i2. formatMsgMolookups =true

1. Press “OK” on the Window, “OK” again, and “OK” once more, till the system
properties window is closed. You can try and open this up again, to confirm the

changes have applied.

2. You must restart the Elasticsearch service after applying this. Open the “Start” menu
and Search for Services, Open “Services”
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1. Locate the NEW Elasticsearch service, right click, and restart. The previous
Elasticsearch services should be labelled with the old version 5.4.0.

If you are not sure, restart all of the Elasticsearch services. This is the only way to apply the
above patch.
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1. Disable the previous services entirely. Right click on the defunct services, and select

properties.

Ensure the old services are both stopped, and the Startup type is set to disabled. You
will get a warning from the Deskpro Manager that some services are not working, this can

be ignored.
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Enables you to group shared folders lo...
Enables you to synchronize folders on ...
Registers and updates IP addresses and...

The Diagnostic Policy Service enables ...

The Diagnostic Service Host is used by ...
The Diagnostic System Host is used by...
The Diagnostics Tracking Service enabl...

Maintains links between NTFS files wit...

Coordinates transactions that span mu...
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You know, for Search.

Elasticsearch 5.4.0 Windows Service - h...
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General | Log On | Recovery | Dependencies |

Service name:  elasticsearch-servicex64

Display name: Blasticsearch 5.4.0 (elasticsearch-service«64)

Description: Elasticsearch 5.4.0 Windows Service - ~
ps.//elastic.co -

Startup type:

<
I Service status Stopped I
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You can specify the start parameters that apply when you start the service
from here.

Stop | | Pause Resume |

Start parameters:
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1. Log into your Deskpro Administrator area, navigate to Server > Elasticsearch, and
enter in the new URL: http://127.0.0.1:9201
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About Elastic Search

E 188is 8

search server
Deskpro's default search engine uses your database, MySQL, to run gueries. Elasticsearch provides a faster and more powerful solution.
Some benefits of using Elasticsearch

« More properties are searched incluging full ticket messages and notes.
« You can search on phrases, such as "dog and cat"
« Search results are returned much faster and results are more accurate.

To use this feature, you will first need to configure an ElasticSearch server or use a third-party ElasticSearch service.

Elasticsearch
Enable Elasticsearch
Elasticsearch URL
hitp://127.0.0.1:9201/

Enter the URL to your Elasticsearch service. Here are a few examples: http:/flocalhost, https:iisearch 92001, hitp:/imy-es-host-80/, hitps imy-es-host 443/
http:/iuser-pass@host 9200/

(C) Enable Apache Tika

¥ Test Setiings Save Seffings

1. Click on "Test Settings" to do a soft-test of the server. You should see a window pop

up confirming the new URL is correct, and responding properly

Test Settings

@ Your settings are correct

The settings you entered appear to be correct.
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43] elastic_test.DEBUG: URL: http://127.9.8.1:9281/ [] []

43] elastic_test.DEBUG: Host: 127.8.8.1 [] []

43] elastic_test.DEBUG: Port: 9281 [] []

43] elastic_test.DEBUG: Path: / [] []

43] elastic_test.DEBUG: Transport: Http [] []

43] elastic_test.DEBUG: checking wersion [] []

43] elastic_test.DEBUG: Fetching status... []1 []

43] elastic_test.DEBUG: Done in 8.816s [] []

43] elastic_test.DEBUG: Elastica Reguest {"reguest":{"path":"_si
43] elastic_test.INFO: _stats (GET) 8.56 ms [] []

43] elastic_test.INFO: Success. Response: {"_shards":{"total":d,

¥ TestAgain

1. Close out of this, and click "Save Settings". The Elasticsearch index will automatically

attempt to re-index itself.



¥ Test Settings Save Setlings

1. Allow this to run for a number of minutes, to hours (depending on the size of your
index) You may see an error suggesting your Elasticsearch service is down, you
usually are able to refresh, and this will clear itself up.

When complete, Deskpro will show "The Elasticsearch index was initialized on:" - and
display the objects inn Elasticsearch, compared to those in Deskpro. The numbers on
each side of the graph should be more or less equal.

1. Final check, search for a string, in your search box, and ensure the "Sort By:" options
are displaying, and output different results. If Elasticsearch is not working, these
options will not display.

test
h ~a

Sort by: | Best Mafch | | Last Aclivity | | Dale Created
TICKETS

#1 test
John Smith <john@deskpro.com=




