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If you have been running your helpdesk for some time, and only been updating it through
the Automatic Updater, you may find that the software which runs your helpdesk is out of
.date

Deskpro runs on software which collectively are known as a Web Stack. If you've installed
Deskpro through our automated installers, this would likely be either a LEMP Stack, or a
WAMP / WIMP stack. As the Automatic Updater can only update the Deskpro software
itself, and not this Web Stack, you may need to perform some maintenance on the server
.itself in order to keep this software up to date and secure

Before you start
You will need to first identify the operating system of your server. There are different
.methods to update your software depending on what operating system you are using

We also recommend performing a full backup of your helpdesk, as you may encounter
.issues during this process which require you to roll back to an earlier state

Finally, we recommend disabling your helpdesk during the update process, to prevent data
loss while the work is being performed. You can do this by going to Admin > Setup >
'Settings, and checking the box 'Disable the helpdesk

Disable the helpdesk €
This message will be displayed when the helpdesk is offline or when you are installing updates. HTML is allowed.

.Windows-based operating systems

For Windows-based servers, you would likely connect to them using a service called RDP, or
Remote Desktop Protocol. The Windows server will look similar to a Windows desktop, with
(the same Desktop Environment (Start menu, explorer bar, windows etc

To identify which version of Windows you are running, you can either use the keyboard
shortcut Win + Pause/Break, or right click on the Start button and select 'System’. This
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4 B Control Panel » All Control Panel ltems » System w @ | Search Control Panel »
Contrel Panel Home . - . o
View basic information about your computer
% Device Manager Windows edition
G Remote settings Windows Server 2019 Standard Evaluation
G Advanced system settings © 2018 Microsoft Corporation. All rights reserved. Windows Servert 2019
System
Processor: Intel(R) Xeon(R) E-2176G CPU @ 3.70GHz 3.70 GHz (2 processors)
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: - u & Change settings
Full computer name: | ¥ -
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: | = l= u] B &) Change product key

See also

Security and Maintenance

If you are currently running a version of Windows other than Windows Server 2016 or
Windows Server 2019 (at the time of writing this article), we recommend rebuilding your
Deskpro server on a newer operating system. To do this, you would create a new server

with an updated Windows, install Deskpro again using the Windows installer, then migrate
.your data from your old server to the new server using dputils

?Am | using a WAMP stack or a WIMP Stack

Deskpro on Windows supports both the WAMP and WIMP web stacks. These are acronyms,
and stand for Windows, Apache, MySQL & PHP, or Windows, I1IS, MySQL & PHP
respectively. The difference between the two are the web handler. You will be running a
.WAMP stack if you are using Apache, and a WIMP stack if you are using IIS

If you're not sure which stack you are using, you can find out by checking the Deskpro
Manager. This can be found by clicking on Start > Configure Deskpro. The Deskpro
Manager will display the name and status of the services running on your server, and the
.bottom value will show the web handler in use

:Example Deskpro Manager on a server running a WAMP Stack
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:: DeskPRO Manager v.1.0.429

E: deskpro DeskPRO Desktop Manager

DeskPRO Manager allows you to configure how the necessany modules are loaded.
® Run DeskPRO as Windows services () Run DeskPro at Windows startup
{® Log on as Local System account () 1 will manually start DeskPRO if needed

() Log on using following user accourt
DeskPRO Is powered by:

SEr [Name My ciinLInity

You can also corfigure the ports used by each module.

Database server Port: Config | Viewlogs Stop Running

HasticSearch Port: Corfig | View logs Stop Running

Redis Por: Config | View logs Stop

Apache web server | Port: Config | View logs Stop Runring
Enable S5L support  Port: Config

Open DeskPRO in File Explorer
Load DeskPRO Manager at Windows startup @ Generate your free cerificate with Let's Encrypt

Apply Changes

:Example Deskpro Manager on a server running a WIMP Stack
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es deskpro DeskPRO Desktop Manager
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DeskPRO Manager allows you to configure how the necessary modules are loaded.
(® Run DeskPRO as Windows services () Run DeskPro at Windows startup
@) Log on as Local System account () 1 will manually start DeskPRO if needed

() Log on using following user account
DeskPRO |s powersd by:

ser Name MySOL Community Server v.5.7.34.0
I1S Web Server v.10.0
PHP Hypert=st Pr
Elastic Search v.5.4.0

You can also corfigure the ports used by each module.

Database server Part: Corfia | Viewlogs Stop Runring

HasticS5eanch Port: Corfig | Viewlogs Stop Running

Redis Port: Corfig | Viewloas Sop

1IS web server Port: Cofig | Viewlogs Stop Running
Enable S5L support  Port:

Open DeskPRO in File Explorer
Load DeskPRO Manager at Windows startup Il Generate your free certificate with Let's Encrypt

Apply Changes

Updating a WAMP or WIMP stack

For both the WAMP and WIMP stacks, the easiest way to update them to the latest
supported software version is to re-run the Windows Installer on the server. The latest
.version of the installer can be found here

When you run the installer, it should recognise that Deskpro is already installed on your
:server, and run through the process of updating your stack

:2 DeskPRO Setup — x
ee deskpro
L]

Welcome to the DeskPRO Upgrade Wizard

An clder version (v, 1.0.397) of this product is already installed en your machine. The existing version will be
upgraded to v, 1.0.429.0, Press Upgrade button to proceed.

\ersion 104300 Upgrade Cancel

For a WAMP stack, this should be all that is required. However, for a WIMP stack, as lIS is
provided by Windows itself, updates for that service are handled through Windows


https://www.deskpro.com/deskpro-win.zip

Updates. If you have not scheduled regular Windows Updates on your server, then we
recommend setting up an update schedule and running any outstanding updates to ensure
you have the latest security patches installed. A guide on how to set them up is available
.here

.Linux-based operating systems
If you're using a Linux-based OS, this task is more complicated as there are multiple
different distributions (distros) of Linux, and the method to update software differs for each

.one

Because of this, our guide will only focus on the distros which our OVA is based on
(Ubuntu), and the distros which our automated script supports (Debian/Ubuntu and
RHEL/CentOS). We will also assume that you are using the default installation option of a
LEMP stack (Linux, nginx, MySQL, PHP), and will provide instructions on how to configure
.that

Additionally, as this task requires the modification of configuration files, we highly
recommend performing a full system backup, and to make a copy of any configuration
files before editing

Identifying your OS and Version
The easiest way to identify which distro and version you are currently running is by using
:the following command

cat /etc/*-release

This will output multiple files, but should include which distribution you are using and the

.version of that distribution

(Debian / Ubuntu updates (Deskpro OVA
As Ubuntu is a derivative of the Debian OS, their methods of updating are similar, so the
.same methods should work for both 0OSs

Note: If your version is Ubuntu 14.04 or below, or Debian 8 or below, these are considered
End of Life. We recommend either performing a dist-upgrade or building a new server and

.migrating to avoid any future issues

Updating the server software
:You can update the server software on Debian / Ubuntu with the following command

sudo apt-get update && sudo apt-get -y upgrade

This will first force the aptitude package manager to check for any outstanding updates to
.the packages, then will download and install them on your server

Please make a note of the packages being installed. If you spot a package called linux-
firmware within the list, then your server has a kernel update which requires a restart in
.order to apply


https://docs.microsoft.com/en-us/troubleshoot/windows-client/deployment/how-to-use-automatic-updates-feature

Installing PHP

At the time of writing, the latest version of PHP which Deskpro supports is PHP 7.4. The
latest version of PHP which is provided by the base Ubuntu/Debian repos at present is 7.2,
which means if we want to install a newer version of PHP, we will need to use a different
.repository

If you installed Deskpro through our automated script or via the OVA, then you should
either have the repos the ppa:ondrej/php for Ubuntu or packages.sury.org/php for Debian
.installed, and should allow us to install the newer versions of PHP

:To install PHP 7.4 and all the required modules, run the following command

sudo apt-get -y install php7.4 php7.4-bcmath php7.4-common php7.4-
curl php7.4-fpm php7.4-gd php7.4-imap php7.4-intl php7.4-json php7.4-
ldap php7.4-mbstring php7.4-mysql php7.4-odbc php7.4-soap php7.4-
sqlite3 php7.4-xml php7.4-xsl php7.4-zip

This should install the new PHP packages, but will require configuration before is it being
.used by Deskpro

Configuring PHP

As you now have a new version of PHP, you will need to make some configuration changes
in order for Deskpro to work. These are either required (setting a date.timezone) or
optional (increasing the size of uploads which Deskpro can support), but we recommend
.making the changes at this point to make the upgrade process smoother

Before you start making any changes, make copies of the files we will modify with the
.following commands

sudo cp /etc/php/7.4/cli/php.ini{, .bak}
{sudo cp /etc/php/7.4/fpm/php.ini{, .bak

:Now, to set the required date.timezone value, run the following commands

sudo sed -i 's/;date.timezone =/date.timezone = UTC/g'
/etc/php/7.4/cli/php.ini
sudo sed -i 's/;date.timezone =/date.timezone = UTC/g'

/etc/php/7.4/fpm/php.ini

Next, if you require larger file uploads, you can increase the maximum file size with the

:following commands

sudo sed -i 's/post max size = 8M/post max size = 200M/g'
/etc/php/7.4/fpm/php.ini

sudo sed -i 's/upload max filesize = 2M/upload max filesize = 200M/g'
/etc/php/7.4/fpm/php.ini

sudo sed -i 's/memory limit = 128M/memory limit = 1024M/g'
/etc/php/7.4/fpm/php.ini


https://launchpad.net/~ondrej/+archive/ubuntu/php/
https://packages.sury.org/php/

This should allow you to upload files up to 200MB in size. You can adjust this as necessary
.for your needs

Now the php.ini file has been configured, the service can be started and set to run on
:boot

sudo systemctl enable php7.4-fpm && sudo systemctl restart php7.4-fpm
:You can confirm that is running correctly by running the following command
sudo systemctl status -1 php7.4-fpm

Configuring nginx

If you are running nginx as your web handler, in order to use the new PHP version, you need
to tell it where to find the new php handler (php-fpm). To do this, you need to first find
where php-fpm is listening for new instructions. This can be found with the following
:command

"= sudo cat /etc/php/7.4/fpm/pool.d/www.conf | grep "listen
:This should output a line showing where php-fpm is listening, and should look similar to this
listen = /run/php/php7.4-fpm.sock

You now need to modify your nginx configuration in order to tell it where to find this. By
default, Deskpro will install a file in /etc/nginx/conf.d called deskpro.conf, so back
:that file up before making modifications

{sudo cp /etc/nginx/conf.d/deskpro.conf{, .bak

Now, as this file can be different depending on when you installed Deskpro, we recommend
.manually modifying this file so you can correct any issues

sudo nano /etc/nginx/conf.d/deskpro.conf

Within this file, look for the line beginning with set $fastcgi pass, and replace the end
of that line with unix:/path/to/fpm/socket. Using the example above, the full line
:should look as follows

;set $fastcgi pass unix:/run/php/php7.4.-fpm.sock

In addition to this, if you have increased the maximum file size which Deskpro can support
in your php.ini file earlier, make sure to reflect that size with the client_max_body_size
:parameter in this file

;client max _body size 200M
.Press Ctrl + O then Enter to save, and then Ctrl + X to exit nano

Before you restart nginx, confirm that there are no syntax issues in the configuration by
:running the following command



sudo nginx -t

If you receive confirmation that the syntax is ok and the test is successful, reload nginx to
:update the config

sudo systemctl reload nginx
:To confirm it has applied, run the following command
sudo systemctl status -1 nginx

You should see a line with a timestamp at the time you ran the previous command saying
Reloaded A high performance web server and a reverse proxy server. If
you see this, the update was successful and you should be running PHP 7.4 for the web
.applications

Configuring Deskpro

Deskpro also makes use of some php commands in the background using the CLI version.
The path to this version needs to be configured in the config file
config/config.paths.php. If you're using the default installation path, the following
:command should open that file

sudo nano /usr/share/nginx/html/deskpro/config/config.paths.php

Within this file, you need to find the line beginning with $PATHS CONFIG[ ‘php path’] =
:and replace the path to the new version of PHP

; '"PATHS CONFIG[ ‘php path’'] = ‘/usr/bin/php7.4$
Save the file with Ctrl + O then Enter, and close with Ctrl + X

Your helpdesk should now be running PHP 7.4. You can confirm this by logging into your
helpdesk and checking the page Admin > Server > PHP Info. If you modified the PHP
files to allow for larger uploads, you can also test this at Admin > Server > File Uploads,
'and click ‘Test a file upload



