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For your on-premise instance to know about updates or to download updates, it must be
able to communicate with our version server by downloading a manifest ﬁle. If your server
is unable to download the manﬁest ﬁle, then your instance won't be able to use the
automatic updater and it also won't know if/when new updates are available. The possible
reasons for this are usually one of two things:

Your server is blocking outbound connections
For examlpe, servers on intranets might not even have access to the internet. Or you might
have a ﬁrewall blocking requests. Finally, some RHEL/CentOS users might need to disable or
tweak SELinux settings to allow PHP to make http requests.

Your server has old SSL root certiﬁcates
Deskpro's version manifest ﬁle is served over HTTPS. Every server has a collection of root
"trusted" SSL certiﬁcates that it uses to verify connections. From time to time, these trusted
root certiﬁcates are updated. If your server has an old collection of root certiﬁcates (i.e. you
do not have it conﬁgured to auto-update certiﬁcates from a trusted vendor), then the HTTPS
connection will fail because your server is unable to verify our certiﬁcate.
We have solved this issue by shipping our own collection of trusted certiﬁcates within
Deskpro itself. However, this was a recent change (October 2016). If you are using an older
version, you will need to manually update once. After that, it should work normally.

Manually updating
For customers who cannot use the automatic update, you must update from source as
described here:
https://manuals.deskpro.com/html/sysadmin/updating-deskpro/update-from-source.html

Debugging

You can try to run the 'status' command from the command-line. This will attempt to check
your version against the manifest, and if a problem occurs, it will show you an error
message:
cd /path/to/deskpro
/path/to/php bin/console dp:update:status

You can also verify that normal networking works by trying to fetch the manifest manually
from the command-line by using a tool like wget or cURL. For example:
curl https://deskpro.github.io/releases/manifest.json
If this fails, then it's proof that your server can't reach the manifest ﬁle at all (e.g. a
ﬁrewall). Note that if this does work, it still does not exclude a server issue because it's
possible speciﬁc software is protected with a ﬁrewall, SELinux, etc.

